Emerging Risks

http://www.enisa.europa.eu/rmra/er_downloads.html

Emerging Risks-Related
Information and Dissemination

Evangelos Markatos
FORTH — the NoAH project

work done in collaboration with
Louis Marinos and Jani Arnell,
ENISA

markatos@ics.forth.gr 1



Roadmap

http://www.enisa.europa.eu/rmra/er_downloads.html

Which are the drivers of the emerging threats?
— Technical Dimensions
— New Applications
— Market Trends

Which are the Risks?
— Current, Emerging, and Future

Scenarios
— Objectives
— How do you come up with one?

Sources of Threats/Risks

markatos@ics.forth.gr 2



Roadmap

http://www.enisa.europa.eu/rmra/er_downloads.html

 Which are the drivers of the emerging threats?
— Technical Dimensions
— New Applications
— Market Trends

Which are the Risks?
— Current, Emerging, and Future

Scenarios
— Objectives
— How do you come up with one?

Sources of Threats/Risks

markatos@ics.forth.gr 3



What drives emerging threats?

http://www.enisa.europa.eu/rmra/er_downloads.html

e Technical Dimensions
— What will the technologies of the future be?

* Application Dimensions
— What will the applications of the future be?

e Future Market Trends and Dimensions
— What are the trends in the market?
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Drivers: Technical Dimensions

http://www.enisa.europa.eu/rmra/er_downloads.html

 Which technical dimensions drive future threats?
— Wireless Networks

» Wireless networks could potentially be eavesdropped
* Wireless devices may become more transparent
— Less visible — more integrated with other appliances
— Proliferation of Broadband Networks

e i.e.compromised computers have more firepower today.
e e.g.al Mbps DSL computer can send
— 10 Gbytes of information per day
— One million (1,000,000) SPAM email messages
— 10 million attack packets
* 10 years ago a computer on a 28.8Kbps modem
— Had two-three orders of magnitude less firepower
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Drivers: Technical Dimensions

http://www.enisa.europa.eu/rmra/er_downloads.html

 Which technical dimensions drive future threats?

— Device miniaturization
« Computing Devices will not remind of a traditional computer
* They will be integrated into other devices (doors, stoves/ovens, etc.)
 They may not run (properly configured) protection software (e.g.

Antivirus)

— Digital identities (e.g. RFID)
* More products will have a digital ID
» People will frequently carry (or wear) products with digital IDs
» Digital ID readers will proliferate (in public buﬂdmgs etc.)
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Drivers: Applications

http://www.enisa.europa.eu/rmra/er_downloads.html

e Smart Mobile Phones
— Eavesdropping, Loss of privacy, stalking
 E-banking, e-commerce, e-everything

— Financial loss, attacks to banking system,
attacks to the stock market, etc.

e Smart Home — Aml

— Lots of wireless potential vulnerable
devices

e Smart Vehicles

— What if the computer that controls the
brakes is compromised?

markatos@ics.forth.gr



Drivers: Applications

http://www.enisa.europa.eu/rmra/er_downloads.html

e E-health

— What if the computer which controls a medical
device gets compromised?

— What if our medical record is stored in a
compromised computer?
e E-government
— More and more of our personal information will
be stored on-line
* Blogs and Social Networks

— Blogs encourage people, including minors, to
publish their information on the web

— This may be used for stalking today
— It may be used to invade their privacy, etc.
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Drivers: Future Market Trends and
Dimensions

http://www.enisa.europa.eu/rmra/er_downloads.htmi

e On-line services will become more common
— Online services: commerce, entertainment, news, etc.
— Even a “second-life” is possible on-line

« Mobile phone use will prevail ,
— People are “on the go” — mobile phones are needed to support our
mobile world
» Much like electricity supports industrialized nations

» Service-oriented information society

— European Economy moves away from “traditional products” and steps
into new forms of “services”

— The Internet enables these services to be composed to create even
new, more complex ones

« E.g. find a doctor who has an opening at a date a time compatible with your
schedule and your mother’s schedule and who is located nearby
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Current Risks

http://www.enisa.europa.eu/rmra/er_downloads.html

. SPAM NO JUNK

— to email addresses, phones, etc. MAIL
 Botnets

— “zombie” computers
e Phishing

— Via email, phones, SMSes, etc.

— More targeted
« (“Hi Pal. We met at the IST conf. Let me tell you about...”)

» |dentity theft

~ Login/pessword AR
* Route hijacking (0123450678901

— Divert/Intercept traffic from the Internet
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Current Risks

http://www.enisa.europa.eu/rmra/er_downloads.html

o Peer-to-peer systems
— File sharing systems
» Download malware
 Malware on Cell Phones
— Through SMS, MMS, (free) games

 Hackers in Stock Market
— Through compromised bank accounts
o Software Vulnerabilities
— Software is getting larger and more complex
* No protection (e.g. antivirus) in some devices
— Mobile phones

— Printers,
— Refrigerators, stoves, etc.
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Emerging Risks

http://www.enisa.europa.eu/rmra/er_downloads.html

« SCADA

— Supervisory Control And Data Acquisition

 Increased home automation

— A hacker may penetrate the computer which controls
the front door

 Massive collections of personal data

* Invisible data collection in public places

* Invisible data collection in private premises
e Security iIs more an art rather than a science
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Emerging Risks

http://www.enisa.europa.eu/rmra/er_downloads.html

 DoS attack to the home telephone

— Imagine hackers/SPAMers continuously dialing your/a
telephone

« Hacking home heat and/or air-conditioning
system
— Turn on/off the stove while the owner is away...

e [nternet users are younger, less experienced, ;5
and more vulnerable to attacks

* Internet users may not have strong motives to
clean up their compromised computers

 Malware over multiple networks (GSM, GPRS,
Internet, Bluetooth)
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Future RiIsks

http://www.enisa.europa.eu/rmra/er_downloads.html

Manageability
— Currently we manage a few digital devices:
 Computer, PDA, mobile phone, laptop
— In the future we will have 10’s if not 100’s of

such devices most of which will be hidden

e Over-use of ICT

— People use ICT even when not needed
» They send email instead of talking to people

« They use e-voting systems when traditional
“raise your hand” votes work just fine

— Such approaches open the road to cyber

attackers Wiy ; =
« Use home appliances to attack ' [m%*
Infrastructures | \:\(@

— Use thousands of compromised phones to
jam the telephone network

— Use thousands of compromised Air-
conditioning units to overload the electric
power grid

>
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Scenarios: Objectives

http://www.enisa.europa.eu/rmra/er_downloads.html

e Goals:
— Tell a short story
— Set the stage by an example
— Explain
 Who are the victims?
 Who are the attackers?

« What is the magnitude of the attack?
* |s there any way we could have prevented it?




Scenarios: How do you come up with one?

http://www.enisa.europa.eu/rmra/er_downloads.html

e Think...

1. Ask “what if” questions
 “What if an attacker manages to compromise X?”

« “What if an attacker manages to get my login and password for
my bank”

 She would be able to empty my bank account
2. Combine them with real-life events
* “What of an attacker manages to compromise X at a time of Y?”

 What if an attacker manages to get my login and password for
= My bank at the time of my Christmas bonus?”

 She would be able to get more money
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Scenarios: How do you come up with one? Il

http://www.enisa.europa.eu/rmra/er_downloads.html

3. Explore the dimension of scale
« “What if an attacker manages to compromise X?”

 “What if an attacker manages to compromise lots of Xes?”
e e.g. “what if an attacker manages to compromise 1000 bank

accounts?”
 She may be able to steal 1000 times more money

« She may be able to shutter the credibility of the bank
 “What if an attacker manages to compromise lots of accounts in

several different banks”
 She may be able to undermine the credibility of the banking
system
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Bank Compromization:
What if an attacker manages to compromise one bank account?

http://www.enisa.europa.eu/rmra/er_downloads.html

Time: Scale: Real Life:
What '.f the attacker What if the attacker What if the attacker
waits before :
: ) manages to compromises an
withdrawing the . .
compromise a large account at a time of a
money from the -
number of accounts? stock market crisis?
account?
The attacker may be able to The attacker may be able The attacker may
compromise more accounts to collect personal be able to
without getting noticed and information about the escalate the
withdraw a large amount of owner of the account and stock market
money use it for blackmail crisis
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So, which are the sources of threats?

http://www.enisa.europa.eu/rmra/er_downloads.html

Reports
Scientific Papers

Centers
ENISA

. World Wide
Web

Sources
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In closing...

http://www.enisa.europa.eu/rmra/er_downloads.html

 The dimensions that drive emerging risks are:

— New technology

 Wireless networks, residential broadband networks, device
miniaturization, etc.

— New applications
* Mobile phones, e-banking, e-government, etc.

— Market Trends
* A service-oriented market, etc.

« We needto
— Understand the dimensions of the problem
— Work towards addressing current, emerging, and future risks.
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Back up Slides

http://www.enisa.europa.eu/rmra/er_downloads.html

markatos@ics.forth.gr 25



Scenario I: Stock Market Manipulation

http://www.enisa.europa.eu/rmra/er_downloads.html

Mr Smith subscribes to a stock-market alerting SMS
service which informs him of promising stock

« One day hereceived an alert for a large rise in OILUC
(Oil United Consortium) and he decided to immediately
sell some of his OILUC stock through his mobile phone.

 The day after he realized that there was no rise in the
price of OILUC

* Actually thousands of people sold their OILUC stock
at rock bottom price as a result of the fake SMS__
messages they received 3
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Scenario I: Stock Market Manipulation

http://www.enisa.europa.eu/rmra/er_downloads.html

 Dimensions of the problem
— Phishing:
« Mr Smith received a fake SMS for an alleged increase in his stock
— m-banking
« Mr. Smith was able to sell stock via his mobile phone
— Mobile way of life

* People “on the go” make important financial decisions Wlthout
having the time to thoroughly double-check them ¥/ )
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Scenario Il: Bank Crash

http://www.enisa.europa.eu/rmra/er_downloads.html

e John Cracker managed to get the personal data (names,
phones, and emall addresses) of 100.000 customers of
the Western European Credit Bank

 He sent a phishing email to half of them inviting them to
check out the alleged new features of the web site of the
bank.

« John managed to collect usernames and passwords for
about 500 accounts. - :

e Then he launched a double attack:
— He robbed the accounts

— He send the telephone numbers of the victims to reporters
alerting them of the fact
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Scenario Il: Bank Crash

http://www.enisa.europa.eu/rmra/er_downloads.html

* Most of the victims found themselves learning about
the phishing scam live on the evening news.

 The impact was so huge that all the bank’s customers
demanded to withdraw their money.

e To avoid crashing, next day the bank remain closed until
people calm down.

 Then John released the second part of his attack.
e He sent emall to the rest of the bank’s customers

seemingly on behalf of the Bank president where he:

— Apologized for the problem

— Told them that although the bank is closed, the web site of the
bank is open and that through it they can transfer their money to
an account of their choice...
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Scenario |l

http://www.enisa.europa.eu/rmra/er_downloads.html

 Dimensions of the problem:
— Phishing
* The customers of the bank were tricked by email messages
— E-banking
» People used e-banking to transfer money

— The media

* The extend of the problem was aggravated by the media and this
eventually resulted in panic

— Two-phase attack

* The first phase creates panic through a small number of
compromised accounts

* The second phase harvests more money from people in panic
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PITAC’s Report

http://www.enisa.europa.eu/rmra/er_downloads.html

e 2005 US Report Findings: REPORT TO THE PRESIDENT
February 2885

— Funding for fundamental research \
in civilian cyber security should Cyber Security:
also be substantially increased at A Crisi §
other agencies, most notably DHS - I:I?IS 0.
and DARPA. -+ Prioritization

— As a result, the PITAC
recommends that the Federal
government strengthen its cyber
security technology transfer
partnership with the private
sector.

— Specifically, the Federal
government should place greater
emphasis on the development of
metrics, models, datasets, and
testbeds so that new products
and best practices can be o S
evaluated,; F.0. R, President’s

g/ = +'B Information Technology

Advisory Committee i
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Things to remember

http://www.enisa.europa.eu/rmra/er_downloads.html

 What is the most important thing | would like you to
remember

— Privacy
— Pervasiveness
— ICT |ntegration

_ social EN Gineering

—PPING
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Scenarios (lII)

http://www.enisa.europa.eu/rmra/er_downloads.html

« EXxploit both scale and real-life events

— What if an attacker manages to compromise one traffic light?
« She may be able to obstruct traffic in one intersection

* She may even cause accidents, which will obstruct traffic even
further

— What if an attacker manages to compromise several traffic
lights?

» She may be able to obstruct traffic in a whole city

— What of an attacker manages to compromise several traffic lights
during rush hour?

» She may create chaos
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