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Malware figures
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Malware evolution

Malware detected per year

Source: PandalLabs
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Malware evolution by type

New malware by type in 2007

Source: Pandalabs
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Who iIs behind this?
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Yesterdayos Bad Guys

Blaster.B Nestky / Sasser CIH 29-A

Jeffrey Lee Parson Sven Jaschan Chen Ing-Hau Benny
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Todayos-uBad Guys

Spam Phishing

James Ancheta Andrew Schwarmkoff Jeremy Jaynes
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Web Attack Toolkits
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A MPack

Reszarchers clairm hundreds of zites compromised

Virus AEC Crippling malware attack strikes in Italy
‘ = 3

Mews |Rasnurcas |U\rus Bulletin |Spam Bulletin |UBlDD |Cnnference ‘Suppnr‘t ‘Infn &cnntact|MngB Shaun NiChDIS in Califnrnia, vnunet.corn 18 Jun 2007
Site Search: I EJ Home » News » Latest news » Mpack packcurrent user: none (login | register)
News Mpack packs punch in Italy [T —— Italy is suffering frormn a barrage of
latest news 2007 remote attacks launched fram
virus news 10,008 sites carrying exploits in farge-scale attack. 2006 h un dreds D'F corm prc\mis = d
Sophisticatsd - = e ; : - websites, security experts have

spam news N - .

b increasingly la Masslve MPACK colllplolll IS'E warned
wh news seriously affec ' -Fﬂ-'_‘-)
news feeds First spotted o . |I'ItE'|
malware prevalence mal:;\n!.lds att._at- Published: 2007-06-18, Fezearchers at Symantec MlCII'E Df
events calendar worldwide, wit | g5t Updated: 2007-06-18 21:34:24 UTC reparted that sttackers have entring

by Lorna Hutcheson (Wersion: 1) injected 'ifrarne’ tags within the e

HTML files on comprormised sites,

R . ;c Uc If you're confused and think
oo yuz haven't heard of "the ot WEdnESda?l June 20!' 2007

exploits addec

mind for less.

independent malware advice

e hidden iframe:  F2l3tiveEly new kid on the blo . .
oo | wme s dicouerad in Decsmber of 2 MASSive Embedded Web Attack in Ttaly
monitaring toc
Its an PHP based application iack 1,06 0 | The Web is with stories
comes several different expl the installed on

which can be used to compr [ Sibscked Resks atsiusia) i i i
unring. There are different  HETETIECTIETTN LL mQStIy Italian based sites, and in
comprgmised cerver. One of EEE=EENCET  the spirit of previous
now is an IFRAME, Wehsites mmmm here's an overview of the strategy of the
the sites pointing to the MP, ISR attack, the outcome, and IPs in guesiton, thus
Another interesting charact: NS I the ones that should get blacklisted ar be vulnerable to atkacks.
| mplesteds | nitnd - iacee | EI[:IIZI"Ed for further jUi':IE'" details on the nerabilities and applicationsz, including

BT severity of the attack,

o immssmm 1he strategy of the attack
EssEsEas Picture yourself in the position of a malicious
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A MPack

U Tracking Mpack for 2 months (April & May
2007):

U 41 different servers with Mpack running

U 366,717 web pages fiframedo

U More than 1 million users infected (1,217,741)
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MPack

MPack v0.90 stats

Attacked hosts (total - uniq)

Traffic (total - uniq)

IE XP ALL 114721 - 96104

Total traff

159073 - 129089

QuickTime 2175 - 2048

Exploited

44804 - 35574

Win2000 7033 - 6260

Loads count

17408 - 15968

Firefox 12885 - 12514

Loader's response

38.85% - 44.89%

Opera7 1271 - 1264

Efficiency 10.94% - 12.37%

Browser stats (total)

Modules state

MSIE

Opera

Statistic type

MySQL-based

User blocking

ON

Country blocking

Country

Traff

Efficiency

E= RU - Russian federation

112793

70.9%

11.22%

== UA - Ukraine

16666

10.5%

10.02%

Il 1T - Ttaly

7045

1.4%

8.42%

" | GE - Georgia

5775

11.65%

Il BY - Belarus

5419

12.12%

I KZ - Kazakstan

3098
1.9%

12.14%

E= US - United states

1117

0.7%

4.48%

|8 AZ - Azerbaijan

1060

0.7%

12.08%

[ B MD - Maldava renuhlic of

683

14 7Q0/k
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A Real Case
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WEB-ToolS  -|-  English Yersion - Google Search
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Tenepe EaM HET HEOOHOAMMOCTH ONNAYHBaTE TApHHbIM NNaH WNKW CTY4YaTk B ackky ecny Bam
n HO Na () K OB - AN dgaaxe geelog onH
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The Ainfected Teamo
MPack

Dream Downloader

Limbo

Total Investment: 1,500%




