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Malware figures
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Malware evolution
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Malware detected per year



Malware evolution by type
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Who is behind this?
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Yesterdayôs Bad Guys

Blaster.B Nestky / Sasser            CIH                    29-A

Jeffrey Lee Parson Sven Jaschan Chen Ing-Hau Benny
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Todayôs Bad Guys

Jeremy JaynesAndrew SchwarmkoffJames Ancheta

Phishing SpamSpam
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Web Attack Toolkits
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Web Attack Toolkits
Malware server



Å MPack
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Å MPack

ü Tracking Mpack for 2 months (April & May

2007):

ü 41 different servers with Mpack running

ü 366,717 web pages ñiframedò

ü More than 1 million users infected (1,217,741)
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MPack

The Business of Cybercrime



A Real Case
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The ñInfected Teamò
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MPack

Dream Downloader

Limbo

Total Investment: 1,500$


